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IN THE CLAIMS

Amended claims follow:

1. (Currently Amended) A computer program product embodied on a computer
readable medjum for controlling a mobile data processing device to update malware

definition data for a malware scanner of said mobile data processing device, said
computer program product comprising;

(i) link establishing code operable to establish a wireless telephony link between
said mobile data processing device and a public wireless telephony network;

(i) update receiving code operable to receive malware definition updating data at
said mobile data processing device via a data channel of said wireless telephony link; and

(iii) matware definition updating code operable to update malware definition data
stored upon said mobile data processing device using said malware definition updating
data;

whergin said mobile data processing device registers with a base station of said

Wwireless telephony network when said link is established such that said base station and
said wireless telephony network are notified of a telephone number of said mobile data
processing device for use in sending said malware definition updating data to said mobile

data processing device;

wherein when received data is received at said mobile data processing device, a

type of said received data is identified to determine if said received data is said malware

definition ypdating data, such that if said received data is said malware definition

ting data, a digital signature associated with said malware definition dating data is
verified:
wherein if said digital signature is not verified, said malware definition updating
data is jgnored;
wherein if said digital signature is verified, said malware definition updating data
is utilized to update said malware definition data stored upon said mobile data processing
device by appending said malware definition updating data to said malware definition

data;
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wherein said malware definition updating data is provided in a malware definition
updating file, where said file is generated by one of automatically, semi-automatically,
and manually upon an analysis of newly discovered malware and where said file includes
a detection fingerprint, and at least one of a removal action and a disinfection action to be

taken in response to a detection of said newly discovered malware;
wherein said mobile data processing device is identified by a database of

subscribers to an update service associated with said malware scanner, where said

database includes said telephone number of said mobile data processing device to which
said malware definition updating data is to be sent and a type of said mobile data
processing device such that only malware definition updating data that is appropriate to
said type of said mobile data processing device is sent to said mobile data processing

device.

2. (Original) A computer program product as claimed in claim 1, wherein said
mobile data processing device is a mobile telephone.

3. (Original) A computer program product as claimed in claim 1, wherein said
mobile data processing device is a personal digital assistant having a connection to said
wireless public telephony network.

4. (Cancelled)

5. (Original) A computer program product as claimed in claim 1, wherein said
public wireless telephone network is one of s CDMA network and a GSM network,

6. (Original) A computer program product as claimed in claim 1, wherein said data
channel is also used for passing text messages.

7. (Original) A computer program product as claimed in ¢laim 6, wherein said text
messages are SMS messages.
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8. (Currently Amended) A computer program product as claimed in ¢laim 1,

wherein said step of transfesringreceiving malware definition updating data is initiated

from a source of said malware definition updating data.

9. (Original) A computer program product as claimed in claim 1, wherein said data
channel is open whenever said mobile data processing device is switched on and
connected to said public wireless telephony network.

10.  (Currently Amended) A computer program product embodied on a computer
readable medium for controlling a computer to initiate updating of malware definition
data for a malware scanner of a mobile data processing device, said computer program
product comprising;

() link establishing code operable to establish a wireless telephony link to said
mobile data processing device via a public wireless telephony network; and

(i1) update sending code operable to send malware definition updating data to said
mobile data processing device via a data channel of said wireless telephony link;

wherein said mobile data processing device registers with a base station of said
wirgless telephony network when said link is established such that said base station and
said wireless telephony network are notified of a telephone number of said mobile data

processing device for use in sending said malware definition updating data to said mobile
data processing device:

wherein when received data is received at said mobile data processing device, a

type of said received data is identified to determine if said received data is said malware
definition updating data, such that if said received data is said malware definition

updating data. a digital signature associated with said malware definition updating data is

yerified;

whereip if said digital signature is not verified, said malware definition updatin
data is ignored;

wherein if said digital signature is verified, said malware definition updating data
is utilized to update malware definition data stored upon said mobile data processing
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device by appending said malwate definition updating data to said malware definition

dats;

wherein said malware definition updating data is provided in a malware definition
updating file, where said file is generated by one of automatically, semi-automatically,
and manually upon an analysis of newly discovered malware and where said file includes
a detection fingerprint, and at least one of a removal action and a disinfection action to be
taken in response to a detection of said newly discovered malware;

wherein said mobile data processing device is identified by a database of

subscribers to an update service associated with said malware scanner, where said
database includes said telephone number of said mobile data processing device to which

said malware definitio dating data is to be sent and a type of said ile

processing device such that only malware definition updating data that is appropriate to
said type of said mobile data processing device is sent to said mobile data processing

device.

11.  (Original) A computer program product as ¢laimed in claim 10, wherein said

mobile data processing device is a mobile telephone.

12.  (Original) A computer program product as claimed in claim 10, wherein said
mobile data processing device is a personal digital assistant having a connection to said
wireless public telephony network.

13.  (Cancelled)

14.  (Original) A computer program product as claimed in claim 10, wherein said
public wireless telephone network is one of a CDMA network and a GSM network.

15.  (Original) A computer program product as claimed in claim 10, wherein said data

channel is also used for passing text messages.

16.  (Original) A computer program product as claimed in claim 15, wherein said text
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messages ar¢ SMS messages.

17. (Original) A computer program product as claimed in claim 10, wherein transfer
of malware definition updating data is initiated from a source of said malware definition
updating data.

18.  (Original) A computer program product as claimed in claim 10, wherein said data
channel is open whenever said mobile data processing device is switched on and
connected to said public wireless telephony network.

19.  (Currently Amended) A method of updating malware definition data for a
malware scanner of a mobile data processing device, said method comprising the steps
of: '

(i) establishing a wireless telephony link between said mobile data processing
device and a public wireless telephony network;

(ii) receiving malware definition updating data at said mobile data processing
device via a data channel of said wireless telephony link; and

(iii) updating malware definition data stored upon said mobile data processing
device using said malware definition updating data;

wherein said mobile data processing device registers with a base station of said

wireless telephony network when said link is established such that said base station and

said wireless telephony network ate notified of a telephone number of said mobile data

processing device for use in sending said malware definition updating data to said mobile

data processing device:
wherein when received data is received at said mobile data processing device. a

type of said received data is identified to determine if said received data is said malware

definition updating data, such that if said received data is said malware definition
updating data_ a digital sicnature associated with said malware definition updating data is

verified;

wherein if said digital signature is not verified, said malware definition updating

data is ignored;
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wherein if said digital signature is verified, said malware definition updating data
is utilized to update said malware definition data stored upon said mobile data processing

device by appending said malware definition updating data to said malware definition
data;

wherein said malware definition updating data is provided in a malware definition
updating file, where said file is generated by one of automatically, semi-automatically,
and manually upon an analysis of newly discovered malware and where said file includes
a detection fingerprint, and at least one of a removal action and a disinfection action to be

taken in response to a detection of said newly discovered malware:
wherein said mobile data processing device is identified by a database of

subscribers to an update service associated with said malware scanner, where said

database includes said telephone number of said mobile data processing device to which
said malware definition updating data is to be sent and a type of said mobile data

processing device such that only malware definition updating data that is approptiate to
id aid mobile data processing device is sent to said mobile data processin

- device.

20.  (Original) A method as claimed in claim 19, wherein said mobile data processing

device is a mobile telephone.

21,  (Original) A method as claimed in claim 19, wherein said mobile data processing
device is a personal digital assistant having a connection to said wireless public telephony
network.

22.  (Cencelled)

23.  (Original) A method as claimed in claim 19, wherein said public witeless
telephone network is one of a CDMA network and a GSM network.

24.  (Original) A method as claimed in claim 19, wherein said data channel is also

used for passing text messages.
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25.  (Original) A method as claimed in claim 24, wherein said text messages are SM3

messages.

26.  (Original) A method as claimed in claim 19, wherein transfer of said malware
definition updating data is initiated from a source of said malware definition updating
data.

27.  (Original) A method as claimed in claim 19, wherein said data channel is open
whenever said mobile data processing device is switched on and connected to said public

wireless telephony network.

28.  (Currently Amended) A method of updating malware definition data for a
malware scanner of a mobile data processing device, said method comprising the steps
of: .

(i) establishing a wireless telephony link to said mobile data processing device via
a public wireless telephony network; and

(ii) sending malware definition updating data to said mobile data processing
device via a data channel of said wireless telephony link; _

wherein said mobile data processing device registers with a base station of said
wireless telephony network when said link is established such that said base station and
said wireless telephony network are notified of a telephone number of said mobile data
processing device for use in sending said malware definition updating data to said mobile
data processing device;

wherein when received data is received at said mobile data processing device, a
type of said received data is identified to determine if said received data is said malware
definition updating data, such that if said received data is said malware definition
updating data. a digital sipnature associated with said malware definition updating data is

verified;
wherein if said digital signature is not verified, said malware definition updating
data is ignored;
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wherein if said digital signature is verified, said malware definition updating data
is utilized to update malware definition data stored upon said mobile data processing
devic appending said malware definition updating data to said malware definitio
data;

wherein said malware definition updating data is provided in a malware definition

updating file, where said file is generated by one of automatically, semi-automatically,
and manually upon an analysis of newly discovered malware and where said file includes
a detection fingerprint, and at least one of a removal action and a disinfection action to be

taken in response to a detection of said newly discovered malware;

wherein said mobile data processing device is identified by a database of
bscribers to an update servi iated wi id malware scanner, where said
database includes said telephone number of said mobile data processing device to which
said malware definition updating data is to be sent and a type of said mobile data
processing device such that only mialware definition updating data that is appropriate to

said type of said mobile data processing device is sent to_said mobile data processing

device.

29,  (Original) A method as claimed in claim 28, wherein said mobile data processing

device is a mobile telephone.

30.  (Original) A method as claimed in claim 28, wherein said mobile data processing
device is a personal digital assistant having a connection to said wireless public telephony
network,

31.  (Cancelled)

32.  (Original) A method as claimed in claim 28, wherein said public wireless
telephone network is one of a CDMA network and a GSM network,

33.  (Original) A method as claimed in claim 28, wherein said data channel is also

used for passing text messages.
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34.  (Original) A method as claimed in claim 33, wherein said text messages are SMS

messages.

35.  (Original) A method as claimed in claim 28, wherein transfer of said malware
definition updating data is initiated from a source of said malware definition updating
data.

36.  (Original) A method as claimed in claim 2, wherein said data channel is open
whenever said mobile data processing device is switched on and connected to said public

wireless telephony network.

37.  (Currently Amended) Apparatus for controlling a mobile data processing device
to update malware definition data for a malware scanner of said mobile data processing
device, said apparatus comprising: - _ ,

(i) link establishing logic operable to establish a wireless telephony link between
said mobile data processing device and a public wireless telephony network;

(ii) update receiving logic operable to receive malware definition updating data at
said mobile data processing device via a data channel of said wireless telephony link; and

(iii) malware definition updating logic operable to update malware definition data
stored upon said mobile data processing device using said malware definition updating
data;

wherein said mobile data processing device registers with a base station of said
wireless telephony network when said link is established such that said base station and
said wireless telephony network are notified of a telephone number of said mobile data
processing device for use in sending said malware definition updating data to said mobile
data processing device:

wherein when received data is received at said mobile data processing device, a
type of said received data is identified to determine if said received data is said malware
definition updating data_such that if said received data is said malware definition
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updating data, a digital signature associated with said malware definition updating data is

verified:
wherein if said digital signature is not verified, said malware definition updating
data is ignored;

wherein if said digital signature is verified, said malware definition updating data

is utilized to update said malware definition data stored upon said mobile data processing
device by appending said malware definition updating data to said malware definition
daE.

wherein said malware definition updating data is provided in a malware definition

updating file, where said file is generated by one of automatically, semi-automatically.

and manually upon an analvsis of newly discovered malw. ¢ said file includes

a detection fingerprint. and at least one of a removal action and a disinfection action to be
taken in response to a detection of said newly discovered malware;

wherein said mobile data processing device is identified by a database of
subscribers to an update service associated with gaid malware scanner, where said
database includes said telephone number of said mobile data processing device to which -
said malware definition updating data is to be sent and a type of said mobile data
processing device such that only malware definition updating data that is appropriate to
said type of said mobile data processing device is sent to said mobile data processing

device.

38.  (Original) Apparatus as claimed in claim 37, wherein said mobile data processing
device is a mobile telephone.

39.  (Original) Apparatus as claimed in claim 37, wherein said mobile data processing
device is a personal digital assistant having a connection to said wireless public telephony
network.

40, (Cancelled)

41.  (Original) Apparatus as claimed in claim 37, wherein said public wireless
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telephone network is one of a CDMA network and a GSM network,

42,  (Original) Apparatus as claimed in claim 37, wherein said data channel is also
used for passing text messages.

43.  (Original) Apparatus as claimed in claim 42, wherein said text messages are SMS
messages. |

44.  (Original) Apparatus as claimed in claim 37, wherein said step of transferring is
initiated from a source of said malware definition updating data.

45.  (Original) Apparatus as claimed in claim 37, wherein said data channel is open
whenever said mobile data processing device is switched on and connected to said public

wireless telephony network.

. 46. (Currently Amended) Apparatus for controlling a computer to initiate updating of

malware definition data for 2 malware scanner of a mobile data processing device, said

- apparatus comprising:

(i) link establishing logic operable to establish a wireless telephony link to said
mobile data processing device via a public wireless telephony network; and

(ii) update sending logic operable to send malware definition updating data to said
mobile data processing device via a data channel of said wireless telephony link;

wherein said mobile data processing device registers with a base station of said
wireless telephony network when said link is established such that said base station and
said wireless telephony network are notified of a telephone number of said mobile data
processing device for use in sending said malware definition updating data to said mobile
data processing device;

wherein when received data is received at said mobile data processing device, a
type of said received data is identified to determine if said received data is said malware

definition updating data. such that if said received data is said malware definition

18
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ting data, a digital signature associated with said malware definiti ting data is
yerified;
wherein if said digital signature is not verified, said malware definition updating
data is ignored: '
wherein if said digital signature is verified, said malware definition updating data

is utilized to update malware definition data stored upon said mobile data processing
device by appending said malware definition updating data to said malwarg definition
data:

wherein said malware definition updating data is provided in a malware definition
updating file, where said file is generated by one of automatically, semi-automatically,
and manually upon an analysis of newly discovered malware and where said file includes
a detection fingerprint, and at least one of a removal action and a disinfection action to be
taken in response to a detection of said newly discovered malware;

wherein said mobile data processing device is identified by a database of
subscribers to an update service associated with said malware scanner, where said
database includes said telephone number of said mobile data processing device to which
said malware definition updating data is to be sent and a type of said mobile data
processing device such that only malware definition updating data that is appropriate to
said tvpe of said mobile data processing device is sent to said mobile data processing

device.

47.  (Original) Apparatus as claimed in claim 46, wherein said mobile data processing
device is a mobile telephone,

48.  (Original) Apparatus as claimed in claim 46, wherein said mobile data processing
device is a personal digital assistant having a connection to said wireless public telephony
network.

49.  (Cancelled)

50.  (Original) Apparatus as claimed in claim 46, wherein said public wireless
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telephone network is one of a CDMA network and a GSM network.

51.  (Original) Apparatus as claimed in claim 46, wherein said data channel is also
used for passing text messages.

§2.  (Original) Apparatus as claimed in claim 51, wherein said text messages are SMS

messages.

53.  (Original) Apparatus as claimed in claim 46, wherein transfer of malware
definition updating data is initiated from a source of said malware definition updating
data.

54.  (Original) Apparatus as claimed in claim 46, wherein said data channel is open

whenever said mobile data processing device is switched on and connected to said public
‘wireless telephony network.

PAGE 20/23* RCVD AT 10/13/2005 5:39:38 PM [Eastern Dayfight Time] * SVR:USPTO-EFXRF /26 DNIS:2738300 * CSID:4080714660 * DURATION (mam-5s):05+20



	2005-10-13 Claims

